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A

General
Precautions

Read this entire manual and all other publications pertaining to the work to be
performed before installing, operating, or servicing this equipment.

Practice all plant and safety instructions and precautions.

Failure to follow instructions can cause personal injury and/or property damage.

A

Revisions

This publication may have been revised or updated since this copy was produced.
To verify that you have the latest revision, check manual 26311 , Revision Status &
Distribution Restrictions of Woodward Technical Publications, on the publications
page of the Woodward website:

www.woodward.com/publications

The latest version of most publications is available on the publications page. If
your publication is not there, please contact your customer service representative
to get the latest copy.

A

Proper Use

Any unauthorized modifications to or use of this equipment outside its specified
mechanical, electrical, or other operating limits may cause personal injury and/or
property damage, including damage to the equipment. Any such unauthorized
modifications: (i) constitute "misuse” and/or "negligence” within the meaning of
the product warranty thereby excluding warranty coverage for any resulting
damage, and (ii) invalidate product certifications or listings.

A\

Translated
Publications

If the cover of this publication states "Translation of the Original Instructions”
please note:

The original source of this publication may have been updated since this
translation was made. Be sure to check manual 26311 , Revision Status &
Distribution Restrictions of Woodward Technical Publications, to verify whether
this translation is up to date. Out-of-date translations are marked with 4. Always
compare with the original for technical specifications and for proper and safe
installation and operation procedures.

Revisions—Changes in this publication since the last revision are indicated by a black line
alongside the text.

Woodward reserves the right to update any portion of this publication at any time. Information provided by Woodward is
believed to be correct and reliable. However, no responsibility is assumed by Woodward unless otherwise expressly

undertaken.

Application Note 51472
Copyright © Woodward 2013
All Rights Reserved
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Warnings and Notices

Important Definitions
This is the safety alert symbol. It is used to alert you to potential
A personal injury hazards. Obey all safety messages that follow this
symbol to avoid possible injury or death.
e DANGER—Indicates a hazardous situation which, if not avoided, will result
in death or serious injury.
¢  WARNING—Indicates a hazardous situation which, if not avoided, could
result in death or serious injury.
e CAUTION—Indicates a hazardous situation which, if not avoided, could
result in minor or moderate injury.
e NOTICE—Indicates a hazard that could result in property damage only
(including damage to the control).
e IMPORTANT—Designates an operating tip or maintenance suggestion.

The engine, turbine, or other type of prime mover should be
equipped with an overspeed shutdown device to protect against

runaway or damage to the prime mover with possible personal injury,

Overspeed / loss of life, or property damage.
Overtemperature / The overspeed shutdown device must be totally independent of the
Overpressure prime mover control system. An overtemperature or overpressure

shutdown device may also be needed for safety, as appropriate.

The products described in this publication may present risks that
could lead to personal injury, loss of life, or property damage. Always
wear the appropriate personal protective equipment (PPE) for the job
Personal Protective athand. Equipment that should be considered includes but is not
; limited to:

Equipment Eye Protection
Hearing Protection
Hard Hat
Gloves
Safety Boots
Respirator

Always read the proper Material Safety Data Sheet (MSDS) for any
working fluid(s) and comply with recommended safety equipment.

Be prepared to make an emergency shutdown when starting the
engine, turbine, or other type of prime mover, to protect against
runaway or overspeed with possible personal injury, loss of life, or

Start-up property damage.
On- and off-highway Mobile Applications: Unless Woodward's control
functions as the supervisory control, customer should install a
system totally independent of the prime mover control system that
Automotive monitors for supervisory control of engine (and takes appropriate
Applications action if supervisory control is _Io_st) to protect against loss of engine
control with possible personal injury, loss of life, or property damage.

iv Woodward
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To prevent damage to a control system that uses an alternator or
NOT’CE battery-charging device, make sure the charging device is turned off
before disconnecting the battery from the system.

Battery Charging
Device

Electrostatic Discharge Awareness

Electronic controls contain static-sensitive parts. Observe the
NOT’CE following precautions to prevent damage to these parts:

e Discharge body static before handling the control (with power to

. the control turned off, contact a grounded surface and maintain
Electrostatic contact while handling the control).
Precautions e Avoid all plastic, vinyl, and Styrofoam (except antistatic versions)
around printed circuit boards.
e Do nottouch the components or conductors on a printed circuit

board with your hands or with conductive devices.

To prevent damage to electronic components caused by improper
handling, read and observe the precautions in Woodward manual

82715, Guide for Handling and Protection of Electronic Controls,

Printed Circuit Boards, and Modules.

Follow these precautions when working with or near the control.

1. Avoid the build-up of static electricity on your body by not wearing clothing
made of synthetic materials. Wear cotton or cotton-blend materials as much
as possible because these do not store static electric charges as much as
synthetics.

2. Do not remove the printed circuit board (PCB) from the control cabinet
unless absolutely necessary. If you must remove the PCB from the control
cabinet, follow these precautions:

. Do not touch any part of the PCB except the edges.

. Do not touch the electrical conductors, the connectors, or the
components with conductive devices or with your hands.

e  When replacing a PCB, keep the new PCB in the plastic antistatic
protective bag it comes in until you are ready to install it. Immediately
after removing the old PCB from the control cabinet, place it in the
antistatic protective bag.

Woodward v
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Chapter 1.

General Information
]

Introduction

This procedure describes the steps necessary to upgrade the operating system
and footprint on a MicroNet Plus 5466-1035 or MicroNet Plus RTN 5466-1036 to
that of a Cyber Secure MicroNet Plus 5466-1045 or Cyber Secure MicroNet Plus
RTN 5466-1046. This is intended for Woodward personnel only and should not
be distributed to customers.

Prerequisites

The MicroNet Plus being upgraded to Cyber Secure must have the part number
5466-1035 revision F or greater for non-RTCNet use. For use RTCNet use the
revision must be J or greater. The same revision restrictions hold true for an
RTN.

Reference

e  MicroNet Plus CPU PCBA DWG - 801-1200

e  MicroNet Plus CPU PCBA Schematic — 901-1200

e  Cyber-Enabled and Cyber-Secure MicroNet Plus CPU/RTN PLD, FPGA,
and OS Programming — TSP-14696

e  Cyber-Enabled and Cyber-Secure MicroNet Plus CPU TSP-14697

e  Guide for Handling & Protection of Electronic Controls — Manual 82715

Woodward 1
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Chapter 2.
Reguired Tools
General

The following are required to perform the upgrade of a MicroNet Plus CPU to
Cyber Secure.

PC with USB 2.0 and Windows XP or Windows 7 operating system

o  Wind River driver is currently only 32 bit compatible

MicroNet Plus Chassis for power supply

AppManager

HyperTerminal

o This is not native to Windows 7 but can be copied from an XP machine.
ESD Wrist Strap

FPGA Upgrade

XILINX Platform Cable USB Il

o Model: DLC10

Xilinx_LabTools_14.4 P.49d.3.0

Customized XILINX adapter cable.

o  Able to connect to J8 — JTAG Programming Connector on board.
Terminations per 901-1200 Sheet 11.

5418-2632

o  PwrFan_Monitor26.jed

o Check BOM and EFMS for correct version.

5418-6171

o FPGA 5418-6171.0BJ_NEW.mcs

o Check BOM and EFMS for correct version.

VxWorks BDM Operating System Upgrade Image
Upgrade

Wind River Probe

Wind River On-Chip Debugging API 3.5 and Wind River On-Chip Debugging

Utility 2.3 CD or .iso

Files

o Install.txt

o Eagle_Micronet_ OCD_Win7.reg

o For aWindows XP computer: Eagle_Micronet_OCD.reg

Active network or VPN connection to the Woodward internal network. This

connection must remain active whenever using the Wind River Probe.

o Ifusing a virtual machine you must change the settings for the network
adapter to “NAT: Used to share the host’s IP address”.

5418-4082

o Image of Micronet+ PPC 5200 Cyber 5418-4082IMG_C.bin

o Check BOM and EFMS for correct version.

Ensure proper revision in WISE and EFMS.
“ IMPORTANT H

Woodward
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The PC software installation is divided into 2 parts. The installation of the XILINX
program for updating the FPGA and the installation of the Wind River program for

Chapter 3.

PC Software Installation
]

Introduction

updating the operating system on the MicroNet Plus CPU.

XILINX

Run “xsetup.exe” from the Xilinx_LabTools_14.4 P.49d.3.0 folder.
Accept user agreements and install in the default locations.

Name

| sinstall
I« bin
l. common
\. data
. idata
. labtoels
lib
Micreseft.VCSD.CRT
Lo Microseft. VCI.MFC
I msg
@ | autorun.inf
| xinfo

i: xinfo. exe

&>

-

Date medified

el Rl g - T Ty [ T T T T |
- B 8 5

Type Size
File folder
File folder
File folder
File folder
File folder
File folder
File f

File f

File folder

File folder

2AM  Setup Information 1KB

Wl File 1KE

AM  Application T41 KB
File 1KB
Application 748 KB

Figure 3-1. XILINX Software Installation
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I5E and Vivado design emdronment, Software development kit or Lab toals.

XILINX. Welcome
' | SE We are glad you've chosen Xilinx as your platform development partnes, This program will install

You wall nedd to hewve administrator privileges in order to install this software on Windows
DESIGN SUITE operating systems.

For the product you sélect to install, we recommend that you identify a directory that does not
contain an older installation of the same product versson.

Hote - To reduce installation time, we recommend that you disable any anti-virus software before
cantinuing.

ISE 14.4 and Vivado 20124 Installer

o= Welcome:
Accept Leiense AQreements
Sebect Producs te Install
Sedect Installaticn Options
Select Deutination Directory
Inszallation

Coprrighe (2 19952012 Miwe Tnc. A righes
rasarrad.

ALK the dirx bgo and otter deagrated
forpnch rchoded baren e Taderaren of M
Inc. Al cther tadermaris aw e popety oF
T DRI DT

Figure 3-2. XILINX Software Installation

XILINX. Accept License Agreements (1 of 2)
Please read the following terms and conds and diick the checkbox below it to indicate that you
accept and agree to the terms and conditions below.
CISE == :
DESIGN SUITE sl L

CAREFULLY READ THIS END USER LICENSE AGREEMENT (CAGREEMENT"). BY CLICKING THE
“ACCEPT" OR "AGREE" BUTTON, OR OTHERWISE ACCESSING, DOWNLOADING, INSTALLING
OR USING THE SOFTWARE, YOU AGREE ON BEMALF OF LICENSEE TO BE BOUND BY THIS
AGREEMENT.

: IF LICENSEE DOES NOT AGREE TOALL OF THE TERMS AND CONDITIONS OF THIS
144 and Vivado 20124 Installer , .o EMENT, DO NOT CLICK THE "ACCEPT" OR "AGREE" BUTTON OR ACCESS, DOWNLOAD,
——— INSTALL OR USE THE SOFTWARE, AND IF LICENSEE HAS ALREADY GBTAINED THE SOFTWARE
R FROM AN AUTHORIZED SOURCE, PROMPTLY RETURN IT FOR AREFUND.
Select Products 1o Install
Select Installatica Options
Sedoct > v “ Codes” means any FLEXIm license key. license Sle, kcense manager, dongle of
Installation other key. code o information issued by (or on behalf of) Xiinx that is necessary 1o Gownload,
install, operate an@or l.ww User access 10 the applicadle Software

1. Definitions

“Bitstream™ means 3 machine-executable, binary form of 3 core used to program a Xilnx Device

“Ucensee” means the indhidual. corporation or other legal entity to which Xdinx has issued 3 Seat
as cescnibed herein

Coprigh (o) 15953002 diew. Inc. A1 %% yser means a specific human being who is identified by Licensee as a person who is authorized
WIUNY, the Yiex foge sed e desgrasee 10 USE the applicable Software on behalf of Licensee. In cases where Licensee is an indvidual

Srands eckded baren we Fademarks of Wine, o hae ahkainad 3 Saatfeam Yiliny far hichar indnadisl nca | irancos 3nd | leor are ana and tha
inc. AT ccher tademarks ave the property @e
v’:wowm - '@ pt and agree to the terms and conditions above.

Figure 3-3. XILINX Software Installation
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XILINX.

ISE

DESIGN SUITE

1SE 14,4 and Vivado 20124 Installer

> Accept License Agreements
Select Products to Install
Select Installatica Options
Solect Destination Directory
Instalatcn

P y 10 XPS, that Is used o create and venty CIC++
bedded software . SOK is also made avalladle separately from EOK
m (¢ 19952002 Xhew. Isc. Al rghes
nna. Mo Toge and e desgramed  LICENSEE'S USE Of he GNU Ul 3tec and utlites) that are supphed _
mmuw-"u—wdmen-fmumuu' ‘e 0N, inr hnara " " ha
inc. Al cther tadeuris o e ppety o ~
‘ia: pt and agree to the terms and conditions above.

T DTV Onters.

-

Accept License Agreements (2 of 2)

Please read the foll g terms and cond! and dick the checkbox below &t to Indicate that you
2ccept and agree to the terms and conditions belove.

CAREFULLY READ THIS COLLECTION OF INFORMATION AND LICENSE AGREEMENTS, BY A
CUCKING THE "ACCEPT" OR "AGREE” BUTTON, OR OTHERWISE ACCESSING, DOWNLOADING. | |
INSTALUNG OR USING THE SOFTWARE. YOU AGREE ON BEHALF OF LICENSEE TO BE BOUND

BY THIS INFORMATION AND LICENSE AGREEMENTS (TO THE EXTENT APPLICABLE TO THE
SPECIFIC SOFTWARE YOU OBTAIN AND THE SPECIFIC MANNER IN WHICH YOU USE SUCH
SOFTWARE)

IF LICENSEE DOES NOTAGREE TOALL OF THE INFORMATION ANO LICENSE AGREEMENTS
BELOW, DO NOT CLICK THE "ACCEPT™ OR "AGREE" BUTTON OR ACCESS. DOWNLOAD.
INSTALL OR USE THE SOFTWARE: AND I LICENSEE HAS ALREADY OBTAINED THE SOFTWARE
FROM AN AUTHORIZED SOURCE, PROMPTLY RETURN IT FORAREFUND.

Pan One: Ovendew.

The following information applies to certain tems of Shird-party technology that are included along
with cerain Xilinx software 100k

mnmsmomomtomu(emouuw of software and other tachnology ?iat
enables Licensee 10 design a comp p system for use in 3 Xilnx Device.
EDK indit among other (a) the Xanx Platform Studio (XPS), which is the
development emironment, o¢ GUI, used for designing the hardware porion of an embedded
Processor system; and (b) the Jlinx Software Development Kit (SDK), which ks an integratec

XILINX.

ISE

DESIGHM SUITE

ISE 144 and Vivado 20124 Installer

‘Welrome

Accapt License Agresments
-» Salect Products to Dnstall

Select Installation Options

Select Destination Directory

Installation

Copymght (8] LF95-IN0 Wew [ng AT sights
rasarvad,

WLNK, fhe Winx koo and sthe desgrated
B ewioded e ate Tademanics of Kl
Inc, Al cther trademarks e the progerty of
R PRADICIIT WL

Select Products to Install
4 Edition List
|Lab Tools - Standalone Installation

Disk Space Required : 4843 MB

Description of Lab Tools - Standalone Installation

Instalts only the Xilinx Lab Tools. This is a standalone collection of the IMPACT device
configuration and ChipScope Pro Analyzer tools. Standalone Lab Tools are intended for use
in lab emvironments where tha complate Xilinx 1S€ Design Sulte toolset is not required. Note:
IMPACT and ChipScope are installed with all ISE Design Suite and ISE WebPACK products.
The Lab Tools installation is not required if one of the ISE products has been installed.

Figure 3-5. XILINX Software Installation
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KILINX. Select Installation Options
' Select the desired installation options below. Selection of these options may result in additional
programs being run at the conclusion of the installation process.
‘ | S E [¥] Use multiple CPU cores for faster installation
DESIGMN SUITE Enabling this opbion wil speed up installation but may slow down other active applications

[¥] Acquire or Manage a License Key
[#] Enable WebTalk to send software, IP and device usage statistics to Xilinx (Abways enabled for
[#] Install Cable Drivers

ISE 14.4 and Vivado 2012.4 Installer

Welcome
Accapt License Agraemants | Fm
Salect Products 1o Inszall
-5 Select Installation Options Select/Deselect All

Select Destination Directory
Description of Acquire or Manage a License Key

Most Xilinx applications now require a license key file in order to run. If this selection is
enabled, the Xilinx License Configuration Manager will be opened in order to assist you
either in acquiring a new license file or in managing an existing license file. If this is your
first time wsing Xilinx ISE Design Suite 14.4, it is highly recommended that you use this
application to acquire or install your license file.

Copyright () 10953012 e, tnc. AN rights
e

WILING, the Xhex loge and oohwe desigraned
Erands inchuded herein ae tademarks of M,
Inc. A other wrademarks arw the property of
i PRSIV DW TS

KILINX. Select Destination Directory

’ | S E Select the directory where you want the software installed.
N v
DESIGN SUITE Install location{s) :
Crpdlina, 14 .4\LabTools
Disk Space Required : 4543 MB
Disk Space Available : 22463 MB

I5E 14.4 and Vivado 2012.4 Installer

Wakcoma:

Aocept License AJresments.

Select Products to Install

Salect Installation Options Sebect a Program Folder

«» Select Destination Directory
This name will appear in the Start Menu > Programs list.
Enstallation

Xilinx Design Tools -

@'ﬂf&mms and file assodiation

Impert tool preferences from previous version and change project file assodation to Lab Tools - Standalone
Instalation 14.4

Cogyright (2) 1995-2002 e Ine. Al fights
.

MLINE the Xirx logo and cther desigrased
Erands inchded brwn dre Tidemar of i
fme, Al other rademarks are e poowTy of
Ehar RS R WO,

Figure 3-7. XILINX Software Installation
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| © ISE14.4 and Vivado 20124 Installer o] ® =
XILINX. Installation
Dptions Summary

ISE

DESIG

Walcome

Accept License Agresments
Select Prodscs o Install
Select Tnstallation Options
Select Destination Directory

-» Installation

Install Location(s):
C\Xilin\ 14 A\LabTools
Edition : Lab Tools - Standalone Installation
Prog'am Group: Xilink Design Tools
Oipticn: Aquire or Manage & License Ky

ISE DS Common

Install Location: C:\ e 14 4'\Lab Took\comman
Madule: ISE DS Comman

Option: Script to install VG- runtime lbranies for 3248 05

ISE 14.4 and Vivado 2012.4 Installer Option: Script 1o install VCes runtime Boranes for 6402 05

Lab Tools

Install Location: C:'\dine 14.4'Lab Tools'Lab Tocls

Module: Standalons Lab Tools

Opticn: Corfigure Wb Tak

Opticn: Enable Web Tak to send software, IP and devics usage statistics to Xiro: (Aways enablad for WebPACK

boarma)
Option: Instal Cable Drivers

Copyrighe ] 19952002 Xl Inc. AN righes
rassriad,

MELEND, the ilew logo ard other designaced
brands included herein are Tademarks of Wi,
Inc, Al cther trademarks are the propety of

Wi e

> lestafation

B T

CISE = :

it  FOT the Next Generation of All

Acrmpt Uconte Agremmnts
Saboct Products b bnstall

Sedoct Laatalistios Opooes
Sabect Destemansn Ovmetory

Copyrght (1) 1953007 Shea, Tac. Al nghen
s

JOUNE P Mirw g and st desgraned
Pands ackded heen s Sademarts of Wi
I Al sther Tademats ww e popeny o

thEr "ESDECTIVE DWW,
Figure 3-8. XILINX Software Installation
© ISE144 and Vivado 20124 btalier [ 6% | [l @ |
XILINX, ISE DS Common:

Xilinx Vivado™ Design Suite W

Programmable Devices

Run Times: £« Lus

1P-centric design flow:

Ease of use

www.illinx.com/vivado XIL'NX

Figure 3-9. XILINX Software Installation
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cables from this system before continuing.

Would you like to install this device software?

Name: Jungo
Publisher: Jungo LTD

Always trust software from "Jungo LTI

Please disconnect all Xilinx Platform Cable USB or Evaluation Platform JTAG

- JDon't Install

decide which device software is safe to install?

@ You should only install driver software from publishers you trust. How can

Figure 3-11. XILINX Software Installation

Would you like to install this device software?

Name: Xilinx, Inc.
Publisher: Xilinx

n i hich i re is saf; install?

Always trust software from "Xili @. pon't Install
- /

@ You should only install driver software from publishers you trust. How

Figure 3-12. XILINX Software Installation
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3.

Install Completed

Congratulations You hawve suecesshdly instalked Mikroc Lab Tools - Standalons Installatien.

Tt S oAMENLaNALIES Srk wiltlin 10 the 5 emngs(32164) bal Sle for &3Ch ADRICHIGA 3 30
encompassing selings[32744] bal at "Cudlina14 SLabTools™ In ceder b 5etThe variabies in your
SFTFBAMAAL you MUS| SOURSE thi SEMAGS(I2164] bat Al o “CUMM4 SLasTosls"

Thé Shoculs cested by M ISE Design Sule InSbiiler S:ouice M Sppopdiale SERNGS SCnipl pricd 1o

launching aach tool, Command ling and sorpt users should source the selings script priorin
laursching the fools.

ISE 144 and Vivado 20124 Installer

Asoapt Livarts Agresmants

Febery Prodhumus 1o lnsall

Select [aarallscon Options

Seloct etmation Directory
- Brsall st

Copyright |} LRiE-20Y Mo, fre. Al nghin
.

TILINS, e Ve logs and ocher

Figure 3-13. XILINX Software Installation

Select The Free License option and follow the instructions to register on the
website. A license file will be emailed with instructions on how to install.

$. Xdinx License Configuration Manager

Acqure stcense | Marwge e Lcarees |
Sefect one of the following cotors

Saart Now! - 30 Day Tral (Mo Ststream)

" Get Froe 156 WebPadk Lick

© Sart 30 Day Eveloaton
Get My Purchaned Licerse(s)
Locate Existng Licerme(s)

Descrpnon of the sbove selected opton

Get free ISE WebPack koense and start using your Xirx software. You wil e taken 10 the Xl website where you Can generate and downioad 8
Icense fle contaning keys 10 use 1SE WebPadk. Once your icense flle 5 generated, the Marage Xinx Licenses” tab wil cpen 1 enable you 19

corfigure your syshem 15 use the ierse, For more nformaton on 158 WedPack, nduding supported devices and acoicatons, please vist
vy e . com.

Note: WebTak & alvways enabled for WebPACK users, WebTak ignores user and nstal preference when 3 bistream is generated using the WebPACK
Ioense. If & design s using 3 device contaned In WebPACK and & WebPACK lcense 5 svaladie, the WebPADK loerse wil shways be used. To change
s, please soe Ardwer Record 34746,

Figure 3-14. XILINX Software Licensing
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B Xilinx License Configuration Manager

-

b3

Local System Information

Hostname: FTC-2£9157 1

Metwork Interface Card (NIC) ID:  005056c00008,d4bed900b39a,00ff0efdedds, 005056c00001,60d8 19727 1cc
C: Drive Serial Number: beddSe7s

FLEXID Dongle ID:

e :
S S

Figure 3-15. XILINX Software Licensing

Upacomm | Sgete  legmge - Deoswelsion  resisd

€ XILINX

Pisecls  Aspiations  Seppart

[P S S e—

Product Licensing
Croste tew Liossses  iinageLoenasl  Lagacy Loesaing

* Lniuaben and e Chasge Cores

Eaach ot Emaieabos a0 e Charge
Gews calmog andl 239 1ReThc ConpE B e e
[retapve

Cream a thew Licenss Fie
Couste & o B M By Fdbir TELY EShuct achoag N2 g Lt Bk

e e e il
Eamin [
T Primiras SN Catton Liemss Mo apes: oo e vt LT
¥ Yoete pret 6 e ot et Lipenes Ll L S Ll
Nt et £ (g Sutn 3Ly fvmnasinn hode L scund . oonte [RSSS— s = o
Wt WL Feaanen Lma [ " Curmnt =

Figure 3-16. XILINX Software Licensing
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Diaad MEE TOLL

Thii you i Bearding your Xl dutign 100l or IP core produ This sl conlimi your DroSuct segrilration ind nchedel B KCefds Na 1o atabis por
peaduct

Th bt s £an i ba oblard by rotesuy b B Dien Prodedt Lesming Sae
bitn e e comigsiceras
For compiste mniructan on matsling fun komes fis 1 the Xias Deasgn Tochs inetaliateon, Licerang sad Relsass Molss docurmant on fhe Milne web o

Enghsh e e wilbra cOTVisETIEL_E
Japsrdie ELE b COT TR

ik, S1ad1 Licwirin binslalation baatin s

Pinghebochud Lawrrias
These ags wil oopy pour bomrie e 10 e ippropnale deliell deetton (ke Kdnn Sreciory wlel pour 80T dive - Dypeilly C bod Wit

1 Sen e aflached btorvia bin 16 you deiklog o soere oifr fokder 08 pour Compeled
T R the Niew Licemss Manager
Wi Fiun Mgt Kbes Lianses I Ko Daga Tocks pogpam geue
Linax Typs ‘sl in a8 command-ne wrices
3 Select the Mansge Xikrs Licensan’ Lab and cic o e Topy Licsrns . beton
A Browse 5o the dosnicaded kcene file and clck Open’

Hote 1P kcanues gersraied from the s Prodec] Lcsmang Sie e desgresd 50 B uned wilht I releassd agaens mb_&ﬂm-dﬂl‘
ared Le wdnacra ﬂ“mhﬂ. Qad NP lh--’;mhh—lﬂlﬂ‘lﬂ'*“hh mtalatior, t
kcenne Tk ahouid b copesd in Xilen\Congea Conlicmses waissd of 'l

Fiogag Liensds

o W opoas haree a0 gt FLE Crel Tiogmeg boeras server. o mary e sasesl 19 semply Copy e bianps Leys = he siachesd Tie smg fre o Sy you o
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Hote  Flasds eslat yins Aoaieng bietse sefeed 10 e e CPuged 10 10k o Tt

W pins e e e B FLED o Myl bvion dobvle P Db il s, bk e Db Xl Do Todods- Inmlaiitss. Lciviang) el Ridaiaa Hotid fod
e dliked] (eerBonE

Support Inkomaetion

For quaioni rgadng product witen yoef Product Estilerent Aseount of il pou fisl you bimk recened P sobifaios o snsr, bind 6 smal 19 oo segassl
Cuntomer Serces RBeprinenizine

Conads, UFSA and Scuth Amencs - oy cassifieien com
Europs. klcchs B3t s Afnca - Sucains s iy Lom
Aopa Pachic mchudng Japen - agaccansifuien com

For tpchracsl papoon anchedng thae atalancn snd uss of yoos peoduct ko Sl pos may costan Nk Ok Technsal Toppon o aaa. Si0ooil ule iom O
thep 48 yow il ainn fend e odkpaare] bt o8 o apgtance

Dhanege 100l IP v Doermant b Lipdaned
AaLcann 0 Torhinlsl Suppon Wb Tools
Fparhatie Arvvwr Dunsbads st Drver 4 D00 Sobivons
bt Forurea - Ol Roeves el Dheietuiide
Regardh,
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Figure 3-17. XILINX Software Licensing

i
%] Xilinx License Configuration Man... w

License installation was successful.

Figure 3-18. XILINX Software Licensing
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Wind River On-Chip Debugging API and Utility

Currently this utility in NOT 64 bit compatible.

1. Runthe CD or .iso “Wind River On-Chip Debugging API 3.5 and Utility 2.3”
2. Install to default locations and accept agreements.
3. Select “Permanent activation” and point the file “install.txt” included.

Choose your Activation Type:

() Tempaorary activation (requires an [ntemet connection)
I can only connect to the Intermet through & presy seres,

Figure 3-19. Wind River Software Installation

4. Select Standard installation.
5.  Wind River On-Chip Debugging API 3.5 and Wind River On-Chip Debugging
Utility 2.3 will be installed.

o

Install LabVIEW components to the default locations.

This progaem netall

Winsd Rives Dnr-Chip Detbusgging A1 1.5

i Bt OneChap Dabiugrng 9115 sl O Chip Diebugegeng Uiy 2.3
Meds I CDR-R1IMTY.L-1-00
Marfschaned on The Feb 14 100129 FST 2008

Figure 3-20. Wind River Software Installation
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By selecting T ACCEPT the terms of this beense agreement” and clicking Nex1, you consent to the
terrms of thes agreement. i you do net wish to be bound by the terms of the agreement, chick Cancel
and do not install this software,

The foBowing items e

|
1) Support and Maintenance Services Agreement

2) Hardware Assisted Tools Product Agreement

3)  Product Evabation License Agreement

4)  Object Code License and Distribution Agreement

If you have received hardware. the terms of the ww&-&m
Agreement” shall apply to your use of the product. If you ks product
luaﬂnlumﬂ&emmdﬂu mmuw-m shall

apply to your use of the fic to use the product for
mmmmumwmmumw
shall apply to your use of the software.

¥ this preguct nchades mone than ere installation dik, make jere to speofy the seme b
ntallation drecteny for aach duk.

Installsteon Dwrectony:

T WandRnar Browis.

Figure 3-23. Wind River Software Installation

Woodward 13
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1 Temporary activetion (requeres an Internet connection}
1 can endy connect 10 the Internet eough & prowy serve

Select Ong o Mor taget ]
nanpet. I yoas see unCELn, you My sehect Bl of them.

¥ PowarPC @1 ME}

Produc b snd| Featunes:
@ Standard Insteiletion (recomersnded Inatsis sl prodiacts snd festure.
71 Crmtorn Installation: Adlows you to choose which products snd feateres to install.

iun

| sme [ mets || Cewa |

Figure 3-25. Wind River Software Installation
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Products snd Feateres

- @ Wind River On-Chip Debugging AF1 35 : 16038 (ME)
& © Wind River On-Chip Debugging Usiity 2.3 : 1HL11 [ME)

Installation Dhrestory
CAWindRiver

Dink Space Information
Total Dok Space Requined 29745 (ME)
Dk Space Avalable BIIT.25 (ME)

Crwerall Installation Progeeus fnatalled 0 of 7 srbectod prodotal

Figure 3-26. Wind River Software Installation

Prodects and Fratures

== e 7))

= Wind River Cn-Ohip Debuggieg AFI 1.5 : 164.38 (MB}
(- @ Wi Brewr On-Chip Debugging Uskty 13 - LEELL )

Invtallation Drecbary

L R
itk Space Information

Totsl Dk Space Raquieed 3080 (M0

Dvike Space Bepdabie Lrrefa T 1]
Intallation Pregrew of Cursest Froduct

CWinadBrenr oo dapi- L Sopportfiler WEHCT_ Farmapg S5l Faben

- -

Creeral Inutalistion Frogrev (estaed 0 of 3wk

= Back Ttall

Figure 3-27. Wind River Software Installation

Woodward
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rﬁuhmm g

Destination Directony
Seboct the prmary mnstallabion descion.

Seleci the folder to inztall National Instuments products
C\Program Fles'National Instrumants’,

=

[CccBakC][ Newtzr ] b Comcel

Figure 3-28. Wind River Software Installation

<% MILabVIEW 821 Runtime Engine i =] ® Iiﬁ'

Festunas ﬂ NATIONAL
NSTRUMENTS

Select e featues to nstall
Libwames and othes fles necessan o exscute
LabVIEW 8.2.1-bullt apphcations and shared

&= | NI LabVIEW RuneTime Engne 8.2.1
=5 =| Vasiable Engine

= «| Datasocket hﬁﬁ.lmﬂlﬁmmmgghwtw
- a wpl.:g-nhatalnmchrls e and
o - bg\ﬂiwneﬂqmblemm conticl ront panes temately using 3 bowse,

=

This featune wil remar on the local hard dive.

This feature and its sedected subcomponents may
requine up to 0,00 Bytes of dizsk space.

Drinectony for NI LabWIEW Run-Tine Engine 821

Brow

[ Restore Defauls | | Disk Cost | [ << Back ([ Hests: Cancel

Figure 3-29. Wind River Software Installation
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Products and Features

5o Winsd River On-Chip Debuggeng APL35 16438 (MB)
5w Wind River On-Chip Debugging Uity 23 : 1ER11 (ME}

Installation Direc tary
CAWndRer
Dk Space Information
Total Dk Space Regured L]
Divk Space Avadable 20739 (M)
rstallation Progiei of Current Produst
Installstion Comgplete.

Drwerall Installation Progress Gnataled 2 of 2 selected products)

Cancel

Instatation and Licensing -

Please refer to the Developer Install Guide included in your shipment foe detals on how to install
and activate this softwace. Further informaticn can also be found onlfine at
hetpe//www wendercer com/licening

Support

Up-to-date on known p potches, and refs & can be
ocbtained cnlme. Log on to Wimd River's Online Support and asvigate 1o the tuppont pages for
your product st htpe//www.windewver.com/support. i you do not have an account, you may
chick the link 1o reguter for immediate access. ¥ you have forgetten your Wind Raver Support
login, contact suppont@wandever com.

Heat Requrernents

For enportant indormation regarding this product's host and operating system requirements, see
the reloase notes spphed with this product. These relesse notes are available on the prodoct’s
suppont Web pages.

Preduct Documentation

Product documentation it avedable from several 1ources in addition 1o Online Support, whach
contans the comprehendve documentation set for ol products, including release notes and -

ok Y Pk T Cance

Figure 3-31. Wind River Software Installation

6. Edit Environmental Variables to point to the license server on the Woodward
network.
o Create a new System variable with the following properties.
=  Variable name: LM_License_File
= Variable value: 27000@FTC-18WYDNL1
=  The current location of the license server on the Woodward
network is on the computer FTC-18WYDNL1.
Woodward 17
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You must be logged on as an Administrator to make most of these changes.

Peformance
Visual effects, processor scheduling, memory usage., and virtual memory

User Profiles
Desktop settings related to your logon
Startup and Recovery

System startup, system failure, and debugging information

HIDDEN
TEMP %USERPROFILE % \AppData'\Local\Temp
™P %USERPROFILE%\AppData'Local\Temp

[Cvewer ) [ Edte. ) [ Delete ]
System variables
Variable Value 2
ComSpec C:\Windows\system32\cmd.exe B

-

| [ Deete ]

(ox ][ coce |

Figure 3-33. Wind River Floating License Setup
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Edit System Variable ) =

' LM_License_:File

27000@FTC-18WYDN1

(M T

Figure 3-34. Wind River Floating License Setup

7. Load the registry file Eagle_Micronet_OCD_Win7.reg from the PC to the
probe.

o  Connect the Wind River Probe to the PC.

o  Start the program Wind River OCD Utility.

o  Select the CF icon to configure a new connection. This can be saved
and accessed again using the Connect/Attach icon nest to the CF icon.
=  Family Architecture: PPC5XXX
= CPU: MPC5200
] Emulator: WindRiverProbe
=  Board Descriptor: C:\WindRiver\ocdapi-

3.5\SupportFiles\BoardFiles\PowerPC\5xxx\Generic\Generic_ MPC
5200.brd
Q) Wind River OCD Utility 23 M - E=

ERFIESEE

|REV2.3al /23725 STATUS: ...Not connected to any emulator.

Figure 3-35. Wind River Registry Configuration

Woodward
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Ref. File Name: 'Muptug]

Figure 3-36. Wind River Registry Configuration

= |f there is no valid connection to the Woodward license server then
the S/N for the probe will not populate and you will receive an error
when you select connect.
8. Select the Record/Playback icon.

Figure 3-37. Wind River Registry Configuration

20 Woodward
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9. Select Browse on the Playback option and navigate to the file
Eagle_Micronet_ OCD_Win7.reg if using Windows 7. For Windows XP use
Eagle Micronet_OCD.reg
o Select Play for the Playback option.

o  Select Exit/Return.
=  The main screen should show data streaming to the probe.
= At completion the main screen will return to the ERR or BKM
prompt.

lﬁg e\nmmﬁs\vrmmwmmm

Figure 3-38. Wind River Registry Configuration

10. The probe is now installed and ready to use.

Woodward 21



Released

MicroNet Plus Field Upgrade to Cyber Secure Application Note 51472

Chapter 4.

MicroNet Plus Uegrade

Introduction

Prior to upgrading the CPU record the current information about the CPU from
AppManager. This can be done with a screen capture of the Control Information.

If connecting to an RTN CPU, use “Manage Real Time Network CPUs for the
current control” feature in AppManager to access information on the RTN CPU.

' B’
Control Information — — R A— ﬁ

Computer Manme : Wi 0001 7352 |
Computes |P Address ; 1014142204 |
Footprint Past Mumbes : 541 8-25686 |
Footprint Fevision ; F |
AMS ervice Yersion | 10

Footpiint Desctiption :

idwdork.s for MPCS200 - 'wird River BSP. 7
Creation Date Jul 14 2009, 0%:57:47
RatDrive Capaciy - B2653K

Rt Drive FreeSpace - 33540
FLASHDvive FreeSpace - 189835
Memomy Free - 24228E

MALC Address - 001 282004 342

Adapbers -

Ethemet 1 10,714,142 204 2585, 2552400
Ethemet 2 192.168,128.20 255,255.255.0
Ethemet 3 172.20.22.10 255.255.255.0
Ethemnet 4 172 20.23.10 255.255.255.0
Gateway - Mot Set

Board - FPGA - 20

CPU Type - CPUS200

Identity Object Information -

PM - 5465-1035

Rev-H

SH - 17816029

|

L - A

Figure 4-1. MicroNet Plus Upgrade, Control Information

Download tunables and record other items saved on the control such
IMPORTANT as counters from the NV_LOG.
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1. Remove input power to the MicroNet chassis.

2. Remove dust cover from MicroNet Plus CPU.
o  Follow ESD procedures and use an ESD Wrist Strap.

3.  Remove enough modules to the left of the CPU slot as necessary to access
the CPU board and use cables connected to the JTAG ports.

4. Connect the customized XILINX adapter cable to JTAG port J8

N\

0000 0000 0000 0000

0ooo 0000
o B BE

0000

0000

::f
¢

o

K of

R, . ol B 1

& S s o - F bl

i El BE;EEEE ﬂ:ﬁﬂfg
Shg & E;'C’E _

=& A
3 5 2
.4—)—\
1

k= l-l-k"]

! T =0 S
M 0
s E ﬂmi et Rl
o4 # E: W0 | 0
o e : BaER
i EET' ] ) a a Shem |
& Qg'. E mﬂlu
280 o | IE —q Hi28 |
s E , L SR 25
AN

Figure 4-2. MicroNet Plus Upgrade, Board Layout J8

5. Insert MicroNet Plus CPU into chassis. Energize power to the chassis.
6. Run the XILINX program “iIMPACT” from the Start menu.

. Accessories

.. Documentation

@ ChipScope Pro Analyzer

Figure 4-3. MicroNet Plus Upgrade, XILINX
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7. Select “NO” and “Cancel "when prompted.

e =
Dol e [xx]
L —TT
L —— :

Symamall [
Conate PROM iy (PRIOM File Format.. |
o (8 Wt e [

i e ST '
Figure 4-4. MicroNet Plus Upgrade, FPGA with XILINX
ot amact pana =

Tie  Fad oew o Al Cwlen) e ey

Do (27 an

[ Comm]

7] Lo et e prgect S whar SPACT i

0 v soem o) A -

Corwni BT
p =

Figure 4-5. MicroNet Plus Upgrade, FPGA with XILINX
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8. Select “Boundary Scan” from the left window.

Pight chick to Add Dievice or Instiakioe TTAG chamn

MPRCT Procesees ~O8x

Availabile Openatsing are:
% Boundary Scan
| Console: B x|
£ === BATCH CHD : secHode -ba =
¢ === BATCH CHD 1 secHode -ba
£ @=s BATCH CHD 1 secHode -ba —
O - 3
[ Concie |a Erors | AL Wamngs |

‘o Cable Connection | ea File Dpen

Figure 4-6. MicroNet Plus Upgrade, FPGA with XILINX

9. Right click in the main window and select “initialize Chain”

| MPACT Flows “0&x
T !
(8] SystemaCE
Create PROM File (PROM File Format... |
& WebTak Dats
mu-m-... CuleD
Add Non-Xilew Device...  CerdeK
Cable Setup...
| Right <2
| MPACT Processes w08 x Lol ik o 2
Availsble Operations e |
% Boundary Scan |
Coracle “OEx
/1 %%+ BATCE QD : set¥ode -t a
£/ ®** BATCH QD : setMode -bs
£/ *** BATCK CXD : setXNode -bs A
. L] | .
0 cre [0 ot | 4 |
No Cabée Connection [No Fide Open | |

Figure 4-7. MicroNet Plus Upgrade, FPGA with XILINX
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10. An Auto Assign window may appear. You can select “NO”.

Do you want to continue and assign configuration files(s)?

't show this message again, save the setting in preference.

Figure 4-8. MicroNet Plus Upgrade, FPGA with XILINX

11. The main screen should be populated with the 3 recognized devices,

xcF02s, xc3s400, and xc9572xl. You can select “Cancel” to close the
Programming properties window.

Device 2 ( FPGA xc35400 ) Vesify
Device 3 ( CPLD x¢95724 )

Design-Specific Erase Before Programming V]
Read Protect

PROM/CoolRunner-Il Usercode (8 Hex Dlgrt;)
Load FPGA )

%mlmhmm&ww%% BLIE

OFH saBxuSDk 1o 20,0
PPALT P ~O8x
'.-ma.,-s«..n
o) c -mws-quwfurm-_ ' ! I l E
& (4] WetTik Data
:m':fﬁmﬂ -DFK_

Identify Succeede

08X
PROGRESS END - Erd Operation. -]
Elapsed Uime = 1 sec.
£F wes BATCH CMD @ lseneifyicon

b cormcie @ s [ 1L wamas

Condqueaton | Flatiorm Cable LI S0 | uib-he

Figure 4-10. MicroNet Plus Upgrade, FPGA with XILINX
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12. Select each component one at a time and select “Get Device ID”. Ensure

that “ReadlDcode Succeeded” for each component.

- :
PP T — e
WM e Opeiess Oupst Delg Weme e -
JIN X RRUDBLe N w0
ALY S -t
AT —
2\—*1
e 0RO Al Pt
N Freen ~ =
e .
PO
o e
- A g
o J
Ay Mo b gt .
@ Fugencny fepenen
D gt
[Reg —
- Sy
— -me
Sy~ —
Bagss tiss o -3 b
e MAEOH O | ademaivi
! eI
Lonipntn Putwm Lo A1 AA0e vl

Figure 4-11. MicroNet Plus Upgrade, FPGA with XILINX
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Figure 4-12. MicroNet Plus Upgrade, FPGA with XILINX
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13. Right click on xc9572xl and select “Assign New Configuration file”. Navigate
to PwrFan_Monitor26.jed file.
o Right click on xc9572xl and select “Program”
= In the programming properties, select the “Verify” and “Design-
Specific Erase Before Programming” boxes.

“ ”
= Select “OK
¢ RAT  Friay S | s )
B Mo M Ve Cymwems Ovpdt Seleg  Sedes ey e
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S et
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=
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Figure 4-13. MicroNet Plus Upgrade, FPGA with XILINX
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Figure 4-14. MicroNet Plus Upgrade, FPGA with XILINX
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Figure 4-15. MicroNet Plus Upgrade, FPGA with XILINX
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Figure 4-16. MicroNet Plus Upgrade, FPGA with XILINX
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14. “Program Succeeded” will be displayed.

13 I5E MPACT (PASH) - [Boundary Scan] @ ==
G File Eda View Operstions Output Debug  Window Help =|#x
DAE ioGx22DE e 20 07

HPALT Flewies =1
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n| Creste PROM File (PROM File Format. H
7 [B] WebTalk Dok ™
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Avalable Cpeistiont st
mp Program
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= Blank Chech

o Beamack

wi Get Device ID

= ot Device Checkivm
m et Device SignatureUrercode
=p One Shep SVF
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Configuration | Platform Cable USBE (6 MHz | |wnb-hs

Figure 4-17. MicroNet Plus Upgrade, FPGA with XILINX

15. Right click xcf02s and select “Assign New Configuration file”. Navigate to
5418-6171.0BJ_NEW.mcs file.
o Right click on xcf02sl and select “Program”
= In the programming properties, select the “Verify” and “Design-
Specific Erase Before Programming” boxes if prompted.

=  Select “OK”
LT P 1 ey S - )
1on Ve Opoutunn Ot Doty Wvdon Moy e
M oA xRS 080 V" ,¢
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Figure 4-18. MicroNet Plus Upgrade, FPGA with XILINX
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Figure 4-19. MicroNet Plus Upgrade, FPGA with XILINX
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Figure 4-20. MicroNet Plus Upgrade, FPGA with XILINX
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16. “Program Succeeded” will be displayed.
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Figure 4-21. MicroNet Plus Upgrade, FPGA with XILINX

17. Remove power from the chassis and remove the cable connected to the
JTAG port and close the iIMPACT program.
18. The FPGA has now been updated.

VxWorks BDM Operating System Upgrade Image
Upgrade

Remove input power to the MicroNet chassis.

Remove dust cover from MicroNet Plus CPU.

Remove enough modules to the left of the CPU slot as necessary to access
the CPU board and use cables connected to the JTAG ports.

4. Connect the Wind River Probe cable to JTAG port J4 on the CPU module.

wnN e

Ensure Pin 1 of the cable is connected to Pin 1 on the board.
IMPORTANT
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Figure 4-22. MicroNet Plus Upgrade, Board Layout J4

Connect a network cable to Ethernet port 1 and to the PC.

Connect an adapter cable 5450-1065 and a 9-pin cable to J6 Debug port on

the CPU and the PC.

Fully insert the CPU into the chassis and energize power to the chassis.

Connect the Wind River Probe to the PC.

Start the program Wind River OCD Utility.

0 Select the Connect/Attach icon.

o Navigate to the saved profile.

o If a connection profile was not saved, refer to the software installation
steps.

oo
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Figure 4-23. MicroNet Plus Upgrade, OS Upgrade Wind River

11. Ensure “>BKM>"is shown in the prompt. If “>ERR>" is shown then check
the connection to the CPU and try again.

Figure 4-24. MicroNet Plus Upgrade, OS Upgrade Wind River
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12. Setthe JTAG clock rate to 14 or Auto.
o Inthe command window type “cf clk auto” or “cf clk 14”
o  Type “cf” and confirm the change took.

T i N ESES R ©

ector ocation
Ionxtorc‘!l;uamt resat
JTAG clock rate (MHz)
ime Preservation
Little Endian Mode
Hode

Dovnload Mode
Enulator HRESET Control
Set Work Space ST
Ta:vec. Console Redirection TGTCONS[BDM.CON1,COM2] =

Drive TReset line TRESET[OPENC,ACTIVE] = ACTIVE
Invalidate Instr\u:eion Cache on GO INVCI[YES.NO] = YES
Reset Pulse Length Nelms RPL{1..600] = 600
Sense via SPOVER[YES.NO] = YES
Pover On Reset Length N*las 0..500] = S00
CPU Reset HRESET, SRESET, HRESET_UNFILTER, SRESET_UNFILTER] = HRESET
Trap exception YES = YES
Issue an IN on coldstart NO] = YES
Display L2 Data Cache Varning L2VARNING[YES,.NO] = NO
llmtgm t Unit ENABLE = DISABLE
Load t Table On IN BL{ENAELE.DISABLE] = DISABLE
Trigger In t BRKREP[REPONLY, BRKREP] = BRKREP

e CheckStop Interrupt .NO] = YES

Delay after Reset Nas DRST[0..10000] = 25
>BKM>
>BKN>

REVi23al /23735 STATUS: Connected via: WindRiverPROBEFMPC5200:UL:C:\WindRiver\ocdapi-3.5\Supportfiles\BoardFiles\PowerPC\500\ Genericy

Figure 4-25. MicroNet Plus Upgrade, OS Upgrade Wind River

13. Select the Flash icon.
o  Configure the fields as shown below.

=  Browse: The location of 5418-4082IMG_xXxX

= Starting Address: 80008000

=  Size #Bytes: 16164

=  Base Address: FFO00000

=  File Bias/Offset: 00000000

=  Timeout: 120

=  All (next to Erase): Checked

= Selected device: *INTEL 28F128Jx (8192 x 16 ) 1 Device
e  OnaWindow 7 computer the Dev # is 209
e  On an XP computer the Dev# is 171
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Figure 4-27. MicroNet Plus Upgrade, OS Upgrade Wind River
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o Select “Erase”
=  The status window will show that the flash is being erased.
= |f atimeout occurs while erasing then increase the timeout time
and try again.
=  The status window will display “Done” after a successful erase.

Figure 4-28. MicroNet Plus Upgrade, OS Upgrade Wind River

Figure 4-29. MicroNet Plus Upgrade, OS Upgrade Wind River
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Figure 4-30. MicroNet Plus Upgrade, OS Upgrade Wind River

o Select “Program”
= A progress bar will show the programming occurring.
e  This will take 5-10 minutes.
= After completion the Flash utility will return to pre-erasing view.

Figure 4-31. MicroNet Plus Upgrade, OS Upgrade Wind River
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Cy 24% (~1958 packets out of ~8192)

‘ | Base Adc

Figure 4-32. MicroNet Plus Upgrade, OS Upgrade Wind River

o Select “Exit/Return”

Figure 4-33. MicroNet Plus Upgrade, OS Upgrade Wind River
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14. Select the Disconnect icon. And QUIT to exit the utility.

T t = MPC5200 ;PPCSXXX :Firm Rev = pr2 da
>BKM>cf clk auto
>BKM>cf

:NOEVENT :VWind River Probe :TF Library = D5.9; :Slave = NONE :FLEXLM

Set BreakPoin __ SB[SB.IHBC] = SB
Vector Table Ipoanon VECTOR[HIGH, LOV. IGNORE] = LOV
lmitm.- ‘l'a:got reset [(YES.NO.HALT,RUN] = YES
'ﬁ' = 5200
JTAG clock rate (MHz) = AUTO
Real time Presasrvation = NO
Little Endian Mode = NO
Processor Node = 64
Dovnload Mode = NORMAL
Enulator HRESET Control = ENABLE
Set Work = 80008000 3eS0
Target Console Redirection = BDM
Drive TResst line = ACTIVE 3
Invalxdate Instruction Cache on GO = YES 15
Reset Pulse !.ength Nelns = 600
Sense Pover v. HRBSEI‘ -
gﬁm On Rn.t I.mgth lhl.n[: UNFILTER: = 500
Trap ueeptm TRPEXP[YES, NO, mn@o: =
Issue an IN on coldstart NCOLD[YES. )IO =
Display L2 Data Cache Varning I.ZIIARNIIIG[YB NO] =
t Unit MMU[ENABLE.DISABLE] =
Load Boot Table Q: IN BL{ENABLE, DISABLE] =
In Report Mode BRKREP[REPONLY, -
& CheckStop Interrupt L NO] =
Dolay after Reset Nms DRS'!'[O..IOOUO =

>BKM

>’Bml>
| B>

REVi23al /23735 STATUS: Connected via: WindRiverPROBEFMPC5200:UL:C:\WindRiver\ocdapi-3.5\Supportfiles\BoardFiles\PowerPC\5n0 Generict

Figure 4-34. MicroNet Plus Upgrade, OS Upgrade Wind River

15. Start HyperTerminal and connect with the following settings.
Name: You can name the setting whatever you like.
Bits per second: 38400

Data bits: 8

Parity: None

Stop bits: 1

Flow control: None

Rt e P

O O O O O O

New Connection

Enter 3 name and choosa an icon for the connection;

Hame:
MicroMet Phus|

hoon:

Figure 4-35. MicroNet Plus Upgrade, DEBUG Connection
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("coM1 Properties "3 _tl B
Port Settings |
oo D

Data bits: [8 v]

Panty: [M v}

Stop bits: [l v)

0K Cancel

Co] oo T}

=

Figure 4-36. MicroNet Plus Upgrade, DEBUG Connection

16. Cycle power to the chassis.
o Asthe CPU boots up you should see activity in the status window of
Hyper Terminal.

g ™y
B | MicroNet Plus - HyperTerminal Eﬂg

File Edit View Call Transfer Help
D& &3 DB &

Creating Servicelser Account
Creating Datalog Account

The Name and MAC 1d must now be configured.
Enter the command - WGSetupTarget

When this is complete, the control will restart

Connected 0:00:06 Auto detect 38400 8-N-1 f APS  NUM

Figure 4-37. MicroNet Plus Upgrade, DEBUG Actions
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17. Enter WGSetupTarget in the command window.
o  When prompted for a Login and Password enter:
=  VxWorks Login: ServiceUser
=  Password: ServiceUser@1
e  The password will not be echoed as you type.
o Ifthe command window returns to a blank prompt after the password is
entered, re-enter WGSetupTarget.

-
]

MicroNet Plus - HyperTerminal

File Edit View Call Transfer Help
D &3 DB &

FA

Disk with 95129 sectors of 512 bytes will be formatted with:
Volume Parameters: FAT type: FAT16, sectors per cluster 2
FAT copies, £7362 clusters, 186 sectors per FAT
Sectors reserved 1, hidden @, FAT sectors 372
Eogt]dlr entries 512 sysId YHDOS16 . serial number &4e3ffff
dbe

0K

HD1Flash DOS format complete
HD1Flash files copied
Creating Servicelser Account
Creating Datalog Account

The Name and MAC id must now be configured.
Enter the command - WGSetupTarget

e te, the control will restart
GSetupTarget

ogin: Servicellser

3 HGSetunTrget

[

Connected 0:03:44 Auto detect 38400 8-N-1 NUM

Figure 4-38. MicroNet Plus Upgrade, DEBUG Actions

o  Enter the MAC ID:
=  This is entered as a Decimal number from the last 4 digits of the
Hexadecimal MAC ID recorded previous to the upgrade. This
Decimal number is also the computer name after VXMO000.
e  Example: VXM00017362 and MAC ID: 00128c0043d2
o The entered value would be 17362.
o  The control will reboot on its own.
o  Enter the Serial Number recorded prior to the upgraded.
=  Example: 17816029
o  Enter the Part Number recorded prior to the upgrade with an additional
“CYBER”.
. Example: 5466-1035CYBER
=  An RTN will have the Part Number 5466-1036CYBER
o  Enter the revision Number recorded prior to the upgrade.
= Example: H
o  The control will reboot on its own.
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g ™y
B | Micro com 3 - HyperTerminal @M

File Edit View Call Transfer Help
D &3 DE &

Enter MAC ID from WISE
Enter '.' to quit
17362

Value entered - 17362

Target Name set to - VYHHOD017362

The first 3 bytes are fixed at Woodward's default address block.
The last 3 bytes {board unigue portion) of Ethernet Address.

New Ethernet Address is: 00128c0043d2

Enter Serial Number - ie - 14379234
e 1O Ui

117816029

Enter Eafi Numbg; : 1e - 5503-335

S466-1035CYBER

Enter Revision MNumber : ie - NEW, A, etc
ter '." to quit

H
e control will now restart

Connected 0:02:57 Auto detect 38400 8-N-1 NUM

m

Fay

Figure 4-39. MicroNet Plus Upgrade, DEBUG Actions

18. After the control reboots
o  Power down the chassis.
o Remove the Wind River Probe.
o Reinstall the dust cover on the CPU.
o Affix and fill in the “Field Upgrade to Cyber Secure” to the outside of
the CPU dust cover below the part number sticker.
o Ifthe revision of the hardware is less than revision J, affix a “NOT FOR
RTCNET USE” sticker below the upgrade sticker.
o  Energize power to the chassis.
19. After the CPU reboots, use the hyper terminal prompt to enter
WGNetworkShow to see the IP address of the control.
o  When prompted for a Login and Password enter:
=  VxWorks Login: ServiceUser
] Password: ServiceUser@1
o Ifthe command window returns to a blank prompt after the password is
entered, re-enter WGCNetworkShow.
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20. Use AppManager to log into the control and view the Control Information.
=  If connecting to an RTN, use “Manage Real Time Network CPUs
for the current control” feature in AppManager to access
information on the RTN CPU.
o Contact As: ServiceUser
Password: ServiceUser@1
o  Verify the following
= Computer Name: matches the name recorded prior to the
upgrade.
MAC Address: matches the name recorded prior to the upgrade.
Footprint Part Number: 5418-4082
Footprint Revision: C (or matches later revision if installed)
FPGA: 48
CPU Type: Micronet+
PN: 5466-1035CYBER
o RTN PN: 5466-1036CYBER
= Rev: Enter the revision Number recorded prior to the upgrade.
o Example: H
=  SN: matches the SN recorded prior to the upgrade.

O

Enter credentials for VXM00017362 &

\? Connect As: '@
Password: (w

 Appropriate Use

This system is for the use of authorized users only. Individuals using this
system are subject to having their activities monitored and recorded by
authorized company personnel.

Pressing '0K' signifies acceptance of this policy.

< R OK: Cancel Help

Figure 4-40. MicroNet Plus Upgrade, Verification with AppManager

p
Control Information ﬂ
Computer Name : )

Computer IP Address : 10.14.141.14
Footprint Part Number : 5418-4082
Footprint Revision :

AMService Version : B

Footprnt D

Figure 4-41. MicroNet Plus Upgrade, Verification with AppManager
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MPC5200 -- Wind River Micronet BSP.

Viworks 6.9 - diab

Creation Date - May 10 2012, 15:54:02

RaMDrive Capacity - B2653K

RaMDiive FreeSpace - 62648K

FLASHDnve FreeSpac:e 48485K
oo

255, n u NotSet
Ethemet] 192133 128,20 255.255.255.0 Not Set
Ethemet2 172.20.22.10 255.255.255.0 Not Set

Figure 4-42. MicroNet Plus Upgrade, Verification with AppManager
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Chapter 5.
Administrative Tasks

The following tasks should be completed to keep a record of all field updates.

1.

2.

Notify the proper CSR to make a note for the Serial Number in WISE

(OESN) that the CPU has been upgraded to Cyber Secure.

Record and update the spreadsheet “Field Upgraded MicroNet Plus -
Cyber.xIsx” located at \\servflO\sharedir\espjlog\Engineering

Services\Field Service\MN+ Field upgrade procedure

o

O O O O O O O

Serial Number

Original Revision

New Footprint Part Number

New Footprint Revision

Date Upgraded

Location Upgraded

End User and Site Name if known
Upgraded by

The MicroNet Plus CPU has now been successfully upgraded.

46
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Chapter 6.

Service Oetions

Product Service Options

If you are experiencing problems with the installation, or unsatisfactory

performance of a Woodward product, the following options are available:

e  Consult the troubleshooting guide in the manual.

¢  Contact the manufacturer or packager of your system.

e  Contact the Woodward Full Service Distributor serving your area.

e Contact Woodward technical assistance (see “How to Contact Woodward”
later in this chapter) and discuss your problem. In many cases, your
problem can be resolved over the phone. If not, you can select which course
of action to pursue based on the available services listed in this chapter.

OEM and Packager Support: Many Woodward controls and control devices are
installed into the equipment system and programmed by an Original Equipment
Manufacturer (OEM) or Equipment Packager at their factory. In some cases, the
programming is password-protected by the OEM or packager, and they are the best
source for product service and support. Warranty service for Woodward products
shipped with an equipment system should also be handled through the OEM or
Packager. Please review your equipment system documentation for details.

Woodward Business Partner Support: Woodward works with and supports a
global network of independent business partners whose mission is to serve the
users of Woodward controls, as described here:

e A Full Service Distributor has the primary responsibility for sales, service,
system integration solutions, technical desk support, and aftermarket
marketing of standard Woodward products within a specific geographic area
and market segment.

e An Authorized Independent Service Facility (AISF) provides authorized
service that includes repairs, repair parts, and warranty service on Woodward's
behalf. Service (not new unit sales) is an AISF's primary mission.

e A Recognized Engine Retrofitter (RER) is an independent company that
does retrofits and upgrades on reciprocating gas engines and dual-fuel
conversions, and can provide the full line of Woodward systems and
components for the retrofits and overhauls, emission compliance upgrades,
long term service contracts, emergency repairs, etc.

e A Recognized Turbine Retrofitter (RTR) is an independent company that
does both steam and gas turbine control retrofits and upgrades globally, and
can provide the full line of Woodward systems and components for the
retrofits and overhauls, long term service contracts, emergency repairs, etc.

You can locate your nearest Woodward distributor, AISF, RER, or RTR on our
website at:
www.woodward.com/directory
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Woodward Factory Servicing Options

The following factory options for servicing Woodward products are available
through your local Full-Service Distributor or the OEM or Packager of the
equipment system, based on the standard Woodward Product and Service
Warranty (5-01-1205) that is in effect at the time the product is originally shipped
from Woodward or a service is performed:

e Replacement/Exchange (24-hour service)

e  Flat Rate Repair

¢ Flat Rate Remanufacture

Replacement/Exchange: Replacement/Exchange is a premium program
designed for the user who is in need of immediate service. It allows you to
request and receive a like-new replacement unit in minimum time (usually within
24 hours of the request), providing a suitable unit is available at the time of the
request, thereby minimizing costly downtime. This is a flat-rate program and
includes the full standard Woodward product warranty (Woodward Product and
Service Warranty 5-01-1205).

This option allows you to call your Full-Service Distributor in the event of an
unexpected outage, or in advance of a scheduled outage, to request a
replacement control unit. If the unit is available at the time of the call, it can
usually be shipped out within 24 hours. You replace your field control unit with
the like-new replacement and return the field unit to the Full-Service Distributor.

Charges for the Replacement/Exchange service are based on a flat rate plus
shipping expenses. You are invoiced the flat rate replacement/exchange charge
plus a core charge at the time the replacement unit is shipped. If the core (field
unit) is returned within 60 days, a credit for the core charge will be issued.

Flat Rate Repair: Flat Rate Repair is available for the majority of standard
products in the field. This program offers you repair service for your products with
the advantage of knowing in advance what the cost will be. All repair work carries
the standard Woodward service warranty (Woodward Product and Service
Warranty 5-01-1205) on replaced parts and labor.

Flat Rate Remanufacture: Flat Rate Remanufacture is very similar to the Flat
Rate Repair option with the exception that the unit will be returned to you in “like-
new” condition and carry with it the full standard Woodward product warranty
(Woodward Product and Service Warranty 5-01-1205). This option is applicable
to mechanical products only.

Returning Equipment for Repair

If a control (or any part of an electronic control) is to be returned for repair,
please contact your Full-Service Distributor in advance to obtain Return
Authorization and shipping instructions.

When shipping the item(s), attach a tag with the following information:
return authorization number;

name and location where the control is installed,;

name and phone number of contact person;

complete Woodward part number(s) and serial number(s);
description of the problem;

instructions describing the desired type of repair.
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Packing a Control

Use the following materials when returning a complete control:

e  protective caps on any connectors;

e  antistatic protective bags on all electronic modules;

e  packing materials that will not damage the surface of the unit;

e atleast 100 mm (4 inches) of tightly packed, industry-approved packing
material;

a packing carton with double walls;

a strong tape around the outside of the carton for increased strength.

To prevent damage to electronic components caused by improper

NOT’CE handling, read and observe the precautions in Woodward manual
82715, Guide for Handling and Protection of Electronic Controls,
Printed Circuit Boards, and Modules.

Replacement Parts

When ordering replacement parts for controls, include the following information:
e the part number(s) (XXXX-XXXX) that is on the enclosure nameplate;
e the unit serial number, which is also on the nameplate.

Engineering Services

Woodward offers various Engineering Services for our products. For these services,
you can contact us by telephone, by email, or through the Woodward website.

e  Technical Support

e  Product Training

e Field Service

Technical Support is available from your equipment system supplier, your local Full-
Service Distributor, or from many of Woodward’s worldwide locations, depending
upon the product and application. This service can assist you with technical
guestions or problem solving during the normal business hours of the Woodward
location you contact. Emergency assistance is also available during non-business
hours by phoning Woodward and stating the urgency of your problem.

Product Training is available as standard classes at many of our worldwide
locations. We also offer customized classes, which can be tailored to your needs
and can be held at one of our locations or at your site. This training, conducted
by experienced personnel, will assure that you will be able to maintain system
reliability and availability.

Field Service engineering on-site support is available, depending on the product
and location, from many of our worldwide locations or from one of our Full-
Service Distributors. The field engineers are experienced both on Woodward
products as well as on much of the non-Woodward equipment with which our
products interface.

For information on these services, please contact us via telephone, email us, or
use our website: www.woodward.com.
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How to Contact Woodward

For assistance, call one of the following Woodward facilities to obtain the address
and phone number of the facility nearest your location where you will be able to
get information and service.

Electrical Power Systems Engine Systems Turbine Systems
Facility ---------------- Phone Number Facility---------------- Phone Number Facility---------------- Phone Number
Brazil ------------- +55 (19) 3708 4800 Brazil ------------- +55 (19) 3708 4800 Brazil ------------- +55 (19) 3708 4800
China ----------- +86 (512) 6762 6727 China ----------- +86 (512) 6762 6727 China ----------- +86 (512) 6762 6727
Germany--------- +49 (0) 2152 1451 Germany------- +49 (711) 78954-510 India --------------- +91 (129) 4097100
India --------------- +91 (129) 4097100 India --------------- +91 (129) 4097100 Japan-------------- +81 (43) 213-2191
Japan-------------- +81 (43) 213-2191 Japan-------------- +81 (43) 213-2191 Korea-------------- +82 (51) 636-7080
Korea -------------- +82 (51) 636-7080 Korea-------------- +82 (51) 636-7080 The Netherlands- +31 (23) 5661111
Poland--------------- +48 12 2951300 The Netherlands- +31 (23) 5661111 Poland--------------- +48 12 295 13 00

United States---- +1 (970) 482-5811 United States---- +1 (970) 482-5811 United States---- +1 (970) 482-5811

You can also locate your nearest Woodward distributor or service facility on our
website at:
www.woodward.com/directory

Technical Assistance
If you need to telephone for technical assistance, you will need to provide the following information.
Please write it down here before phoning:

Your Name

Site Location

Phone Number

Fax Number

Engine/Turbine Model Number

Manufacturer

Number of Cylinders (if applicable)

Type of Fuel (gas, gaseous, steam, etc)

Rating

Application

Control/Governor #1
Woodward Part Number & Rev. Letter

Control Description or Governor Type

Serial Number

Control/Governor #2
Woodward Part Number & Rev. Letter

Control Description or Governor Type

Serial Number

Control/Governor #3
Woodward Part Number & Rev. Letter

Control Description or Governor Type

Serial Number

If you have an electronic or programmable control, please have the adjustment setting positions or
the menu settings written down and with you at the time of the call.
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We appreciate your comments about the content of our publications.

Send comments to: icinfo@woodward.com

Please reference publication 51472.

\MW,.WOODWARD

PO Box 1519, Fort Collins CO 80522-1519, USA
1000 East Drake Road, Fort Collins CO 80525, USA
Phone +1 (970) 482-5811  Fax +1 (970) 498-3058

Email and Website—www.woodward.com

Woodward has company-owned plants, subsidiaries, and branches, as well as authorized distributors and
other authorized service and sales facilities throughout the world.

Complete address / phone / fax / email information for all locations is available on our website.
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